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 The mobile ad hoc networks have found a significant place in the field of wireless communication, 
especially with the requirement for portability during communication. MANETs have typical characteristics 
such as Distributed operation, multi
decision making is involved. Dynamic topology and Shared Physical Medium are also special characteristics of 
MANETs (Aarti & Tyagi, 2013). Some of the advantages of MANETs are lack of infrastructure, sel
configuration, flexibility and scalability. All these characteristics that add to the advantages of using them for 
communication also open grounds for some of the vulnerabilities. 
 Lack of centralized management, absence of a predefined boundary, cooper
supply and the presence of adversaries in the network are some of the vulnerabilities in MANETs. These 
vulnerabilities in MANETs are exploited by some of the attackers to obtain confidential information and to 
interrupt the operations of the network. Hence security is a main concern in MANETs and a necessary aspect 
and the intensity of security increases with the criticality of the application. For instance, military and defense 
operations require highly secure routing than do
 Routing using the REQUEST-REPLY mechanism was first proposed by Perkins 
hoc On-demand Distance Vector Routing (AODV). Secure communication can either involve the use of security 
and cryptographic techniques or trusted routing. Daza 
mobile ad-hoc networks. In this work, the authors have shown how to use cryptographic keys to securely 
communicate among the nodes without using a trusted party but only the ke
 Trust-based On-demand Multipath Routing in Mobile Ad Hoc Networks (AOTDV) proposed by Li 
shows that exclusive cryptographic techniques are not always mandatory to achieve security in the network. 
Malicious nodes can be isolated while routing is performed in the network irrespective of the geographic 
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A B S T R A C T  
The aim of this paper is to propose a mechanism to Entrust Legitimate Nodes with 
Routing Load (ELRL) in Mobile ad hoc networks (MANETs), which have easy link 
establishment facilities that are characterized by vulnerabilities to 
always possible to use cryptographic techniques to improve the security of the network 
as the cost of incorporation increases with increasing number of nodes. Hence, trusted 
routing can attempt to replace such expensive techniques with t
being less critical. A novel trust model is proposed in order to entrust routing load to 
mobile nodes with a conditional check of their legitimacy. This competitive model is 
compared with a basic protocol and an existing trust based p
efficiency. Simulation analysis of all the three protocols described here is performed in 
the network simulator. 

INTRODUCTION 

The mobile ad hoc networks have found a significant place in the field of wireless communication, 
especially with the requirement for portability during communication. MANETs have typical characteristics 
such as Distributed operation, multi-hop routing, Autonomous and light weight terminals where individual 
decision making is involved. Dynamic topology and Shared Physical Medium are also special characteristics of 
MANETs (Aarti & Tyagi, 2013). Some of the advantages of MANETs are lack of infrastructure, sel
configuration, flexibility and scalability. All these characteristics that add to the advantages of using them for 
communication also open grounds for some of the vulnerabilities.  

Lack of centralized management, absence of a predefined boundary, cooperativeness, limitation of power 
supply and the presence of adversaries in the network are some of the vulnerabilities in MANETs. These 
vulnerabilities in MANETs are exploited by some of the attackers to obtain confidential information and to 

perations of the network. Hence security is a main concern in MANETs and a necessary aspect 
and the intensity of security increases with the criticality of the application. For instance, military and defense 
operations require highly secure routing than domestic applications. 

REPLY mechanism was first proposed by Perkins   (2003) called as the Ad 
demand Distance Vector Routing (AODV). Secure communication can either involve the use of security 

r trusted routing. Daza   (2007) showed how to use Cryptographic techniques for 
hoc networks. In this work, the authors have shown how to use cryptographic keys to securely 

communicate among the nodes without using a trusted party but only the keys managed by the nodes. 
demand Multipath Routing in Mobile Ad Hoc Networks (AOTDV) proposed by Li 

shows that exclusive cryptographic techniques are not always mandatory to achieve security in the network. 
solated while routing is performed in the network irrespective of the geographic 
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The aim of this paper is to propose a mechanism to Entrust Legitimate Nodes with 
Routing Load (ELRL) in Mobile ad hoc networks (MANETs), which have easy link 
establishment facilities that are characterized by vulnerabilities to attacks. It is not 
always possible to use cryptographic techniques to improve the security of the network 
as the cost of incorporation increases with increasing number of nodes. Hence, trusted 
routing can attempt to replace such expensive techniques with the MANET applications 
being less critical. A novel trust model is proposed in order to entrust routing load to 
mobile nodes with a conditional check of their legitimacy. This competitive model is 
compared with a basic protocol and an existing trust based protocol to prove its 
efficiency. Simulation analysis of all the three protocols described here is performed in 

The mobile ad hoc networks have found a significant place in the field of wireless communication, 
especially with the requirement for portability during communication. MANETs have typical characteristics 

tonomous and light weight terminals where individual 
decision making is involved. Dynamic topology and Shared Physical Medium are also special characteristics of 
MANETs (Aarti & Tyagi, 2013). Some of the advantages of MANETs are lack of infrastructure, self 
configuration, flexibility and scalability. All these characteristics that add to the advantages of using them for 

ativeness, limitation of power 
supply and the presence of adversaries in the network are some of the vulnerabilities in MANETs. These 
vulnerabilities in MANETs are exploited by some of the attackers to obtain confidential information and to 

perations of the network. Hence security is a main concern in MANETs and a necessary aspect 
and the intensity of security increases with the criticality of the application. For instance, military and defense 

(2003) called as the Ad 
demand Distance Vector Routing (AODV). Secure communication can either involve the use of security 

(2007) showed how to use Cryptographic techniques for 
hoc networks. In this work, the authors have shown how to use cryptographic keys to securely 

ys managed by the nodes.  
demand Multipath Routing in Mobile Ad Hoc Networks (AOTDV) proposed by Li   (2010) 

shows that exclusive cryptographic techniques are not always mandatory to achieve security in the network. 
solated while routing is performed in the network irrespective of the geographic 
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conditions. Isolation of selfish or malicious nodes that induce packet dropping (black-hole) attacks and selective 
forwarding (gray-hole) attacks is possible by dynamic trust estimation. However, the disadvantage of this 
mechanism is that the dynamic topology of MANETs does not completely allow the multipath routing of data in 
the routes fixed by AOTDV and can involve link breakages and route failures. A comparison between the 
secured AODV by Zapata & Asokan (2002) against the AOTDV protocol was presented by Cordasco and 
Wetzel (2008) proving that the trust estimation can keep the malicious nodes away in MANETs. Oberle  , 2013 
and Jain & Sharma (2012) have also contributed to the research in this area. 
 To overcome the cost and complexity limitations of cryptographic techniques and the reduction of link 
breakages in TAODV, in this paper, we propose a mechanism to Entrust Legitimate Nodes with Routing Load 
(ELRL). 
 
Proposed System: 
 The proposed trust architecture is hop based section of nodes and hence does not involve the use of outdated 
and unreliable routes in the network. The architecture used for trust estimation is displayed in the figure 1 
below. The figure illustrates how a node can be marked as trusted and what exactly is the level of trust possible. 
Peer assurance of a node i is the average trust of k neighboring nodes on the node i. It is the ratio of the 
individual count of the acknowledgements to the number of requests received from the node i. 
 

 
 
Fig. 1: Architecture of the proposed system. 
 
 The peer assurance PAi is provided by k nodes that are capable of direct communication with i and is 
expressed by the equation 1. The peer assurance is averaged with the individual trust of the node i. The 
individual trust of the node ITRi is merely based on the number of acknowledgements it has received. It means 
the successful sending of packets from node i to the nodes ϵ k. The expression to obtain this is given in equation 
2. 
 Where, Nack is the number of acknowledgements and Nreq is the number of requests at a node. The 
corresponding values with respect to the node k are given by Nack(i,k) and Nreq(i,k). Hence the trust value of a 
node is the average of the two expressions in equations 1 and 2, which is described by the equation 3. 
 

      
 
Fig. 2: Trusted route with isolation of Malicious Node. 
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 The working of the proposed system can be explained using the figure 2 above. A route request message 
from the source node is flooded. In response to this the trust estimation takes place instantly and a route reply 
message with the required route is sent back as a reply. The trusted route from S to D is given by S-1-2-D. But 
due to rapid topology change, there could be a link breakage occurring in one of the routes to the destination as 
in figure 3 below. In this case the data should be able to travel from alternate trusted routes. To avoid this 
situation, a hop by hop trusted route selection algorithm is adopted here. 
 

    
 
Fig. 3: 
 
 Hence the source S has the set of neighbors {1,3,6} among which the node with the highest TRi value is 
chosen as the next hop. Data is relayed to the next hop and hence the chances for link breakages can be avoided 
by using this mechanism. Also there is a threshold set for marking nodes malicious.  

 max min

2

TR TR
THR

+=               (4) 

 If the TRi of a node is found to be lesser than the threshold THR then the node i is marked as malicious and 
the node that figures this out notifies the common neighbors. If a node is marked malicious by all its neighbors 
then the information about the malicious nodes is broadcasted and new routes without the inclusion of malicious 
nodes are formed. Hence this protocol acts as both detection of malicious nodes and as a malicious node 
avoiding mechanism. The performance of ELRL is obtained from the simulations in the network simulator. 
 
Simulation Analysis: 
 The performance of a trust-less system (AODV) and existing trust architecture (T-AODV) are compared 
against the ELRL system, which presented in this paper using simulation results. A scenario of 50 nodes 
randomly deployed in a rectangular area of 1000x800m is shown in the table 1 below. The network area is not a 
limitation for the mobility of nodes which is determined by the Random Way Point mobility model. 
In order to analyze the performances, the packet delivery rate, packet loss rate, delay rate and throughput are 
compared through simulations. 
 
A. Packet Delivery Rate: 
 The Packet delivery rate is the ratio of the total packets delivered by the senders to the corresponding 
receivers in the network. It is given by the equation 5 below 

0

n

nPktsReceived
PDR

n time
=

×
∑              (5) 

 The total packets lost in AODV and AOTDV is greater when compared to the ELRL mechanism. The 
AOTDV has reduced packets lost due to trusted routing. The peer assurance module in ELRL mechanism has 
provided greater reduction in packet loss.  
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Fig. 4: 
 
B. Packet Loss Rate: 
 Packet Loss Rate is the ratio of the packets lost while senders send their packets to their corresponding 
receivers. It is given by the equation 6 below.  

 0

n

nPktsLost
PLR

n time
=

×
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 (6) 

 The total packets lost in AODV and AOTDV is greater when compared to the ELRL mechanism. The 
AOTDV has reduced packets lost due to trusted routing. The peer assurance module in ELRL mechanism has 
provided greater reduction in packet loss. 
 

 
 
Fig. 5: 
 
C. Average Delay: 
 Average Delay refers to the ratio of the time at which packets are sent to the packet-received time. It is 
given by the equation 7 below. 
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Fig. 6: 
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 The estimated average delay is plotted in figure 6, which shows that the delay is almost the same for the 
AOTDV and ELRL mechanisms. Although the ELRL mechanism has slightly greater delay, it is preferred for 
its reduced loss and increased packet delivery. 
 
D. Throughput: 
 Throughput is the total number of packets received by the receivers successfully. The average throughput is 
estimated using equation 8. 

0

n

nBytesReceived
Throughput

n
= ∑

             (8) 

 
 
Fig. 7: shows that ELRL has greater average throughput when compared to the AOTDV and AODV    
       mechanisms. The reduction in the malicious activity has improved the network performance greatly. 
 
E. Malicious Node Detection: 
 Malicious node detection ratio is the total correct malicious nodes detected to the actual malicious nodes 
present in the network. The ELRL has portrayed greater detection ratio than the AOTDV protocol. 
  The ratio of the legitimate nodes marked malicious by the trust estimation in the network to the total 
malicious nodes is measured as the false positive ratio. The figure 7 shows the false positive ratio of the 
AOTDV and the ELRL mechanism. Over the various experiments conducted the false positive ratio of AOTDV 
is greater than the ELRL mechanisms.  
 

 
 
Fig. 8: Detection Ratio of AOTDV and ELRL. 
 
Conclusion: 
  The simulation analysis of the AOTDV and AODV are compared with the Entrusting Legitimate-nodes 
with Routing Load mechanism in mobile ad hoc networks. Simulations in the network simulator prove that the 
inclusion of the peer assurance module proposed in this paper has increased, throughput, packet delivery and 
malicious node detection ratio in the proposed mechanism. Also, the packet loss is reduced with an optimal 
amount of delay being a trade-off. The false positives are reduced in the ELRL mechanism because of the peer 
assurance module again.  
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Fig. 9: False Positive Ratio of AOTDV and ELRL. 
 
  In the future, the mechanism can be used along with complex security algorithms to provide an integrated 
security protocol to provide data confidentiality and integrity in mobile ad hoc networks. Further this 
mechanism can be extended to suit the hybrid networks present. 
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